Anil Kumar Singh		Resume, Page 3
ANIL KUMAR SINGH 
408-616-9524• anilsinghpatwal@gmail.com

Over 18+ Years of Experience in Design, Migrate and deployment of Data Centers, Mobility Infrastructure & Security Services and resolving critical issues quickly to improve operational efficiency and performance. Good analytic, and excellent communication skills to collaborate with other engineers and key project stakeholders.
Professional Summary: -                  
· Extensive experience in planning, designing, orchestrating, and deploying large-scale 5G/4G LTE/MEC, IMS, EPC, RAN, vRAN/O-RAN, 4G/5G core, and mission-critical services, with hands-on expertise across LTE, 4G/5G, Satcom, Circuit Switched Architecture, and Evolved Packet Core (EPC), including MME, SGW, PGW, HSS, PCRF, PCF, CPS, SGSN, and GGSN nodes.
· Hands-on experience in SD-WAN, Cisco platforms, switches, and F5 platforms, with expertise in TCP/IP, MPLS, routing, switching, load balancers, wireless controllers, EIGRP, OSPF, BGP, QoS, and management of Carrier WAN/Metro/Internet circuits.( WiFi, Broadband, DSL, Cable).
· Lead the Design, migration, deployment, and transformation of 150+ legacy data centers to SD-WAN solutions (Cisco Viptela, Velo Cloud by VMware, and HP Versa) in a hybrid cloud setup, seamlessly integrating with AWS and Azure. Additionally, demonstrated expertise in Virtual Private Cloud on IP networking, showcasing proficiency in IPv4/IPv6 routing protocols (BGP, OSPF, EIGRP, HSRP) and adeptly implementing network security through firewalls, VPNs, and encryption protocols.
· Installs, configures, & manages various technologies including, Cisco ASR,CSR,UCS system, VMware Env  to vCenter, vSphere hosts, NSX-Tand  applications such as vROps, VRNI, vRealize Automation
· Experience in cloud computing, specializing in resource pooling, and working with both public and private clouds. Proficient in containerization solutions such as Terraform to provision and manage infrastructure across multiple cloud providers, Kubernetes (K8s), VMware Tanzu(TKG), AWS Elastic Kubernetes Service (EKS), and Azure (AKS). Kubernetes, Docker, and cloud providers like GCP. Additionall, skilled in network service virtualization, including KVM, VMware, ESXi, Hypervisor, Virtual Machine, OpenStack, ODL, and Microsoft Azure and AWS datacenter virtualizations. Expertise extends to CI/CD with GitLab and AWS/Azure pipelines.
· Hands-on experience with VMware, Windows, AWS, Azure, vRealize Automation, Telco Cloud Automation, vROPs, TCOPS, vRO, Kubernetes, TKG, and VMC on AWS platforms. Proficient in various VMware product suites, including vSphere, vSAN, NSX-T, VCF, Tanzu Kubernetes Service (TKG), VMware Cloud Foundation, VMware Cloud on AWS, Azure VMware Solution, Google Cloud VMware Engine, vRealize Network Insight, vRealize Log Insight, vRealize Operations, vRealize Automation, VeloCloud SD-WAN, HSX, and NSX Intelligence.
· Experience with CI/CD pipelines and Kubernetes ecosystem tools like Helm and Prometheus for automating deployments, monitoring, and operations of cloud and Open RAN infrastructure. Proficiency in using infrastructure-as-code tools such as Airflow, Ansible, and Terraform to automate and manage cloud resources and Open RAN components at scale.
· Deep expertise in Palo Alto firewalls, Cisco switches, Aruba APs, Clearpass, F5, and advanced knowledge of Azure UDR, BGP, NSG, ASG, Vnets, VNG, ISE/ASE, Databricks, Redis, and SDN.
· Building Automation tools for Nexus9K, 3K and Juniper QFX5100 using Netconf, pyez, and Ansible module
· Experience with network automation tools such as Terraform, Ansible, Jenkins, and proficiency in scripting for network configurations and management.
· Designed the High/low-level solution and implementation plan for integrating OSS-RC and ENIQ circles.
· Successfully migrated physical and virtual machines from VMware vSphere environment to LXD containers and virtual machines using lxd-migrate tool and Developed scripts and workflows to automate aspects of the VM-to-LXD migration process, improving efficiency and reducing errors.
· Nationwide deployment of security servers, addressing security threats and vulnerabilities within the Packet Core Network and its subscribers. Implemented comprehensive solutions, including Anti-fraud, Anti-spam, Antivirus, IPS, and other security measures to enhance network protection.
· Ability to prioritize and manage parallel projects in a timely fashion without losing quality and successful execution able to lead complete projects within tight deadlines.
WORK EXPERIENCE
VMware, Telco Cloud Architect                                                                           Oct 2021 – to Till Date 
Key Accomplishments/Projects:
· Deploying and configuring Tanzu products (TAS and TKG) to ensure seamless integration with client requirements.
· Architecting application and infrastructure designs tailored to clients' specifications with a focus on scalability, security, and performance within Tanzu platforms.
· Providing expert support for the migration from legacy systems to microservices or cloud-native architectures.
· Supporting DevOps practices, CI/CD pipelines, containerization, and Kubernetes orchestration to optimize application development and deployment strategies.
· Deploying VMware Telco Cloud automation (TCA) and containerizing RAN functions and Conducting upgrades within production environments using VMware Telco Cloud Platform RAN.
· Provisioning bare-metal, VMware tool administration, VM deployment, and managing infrastructure for RAN CU/DU CNF deployments through Pipelines and Collaborating with Network Engineering and RAN Vendor teams to facilitate 5G cloud platforms.
· Deployment of OSS, DUs and CUs as PNF, VNF and CNF abiding by the ETSI-MANO architectural guidelines.
· Deployment, maintenance and troubleshooting of Oss as CNF on Kubernetes clusters. Performed upgrades, rollbacks, restores and application recovery etc.
· Worked with PDU OSS for design and development of critical features of ENM.
· Utilized YANG and NETCONF for network automation and configuration, resulting in improved efficiency and minimizing manual tasks in network management.
· Developed YANG-based network models, ensuring uniformity and standardization in device configurations across multiple platforms.
· Leading complex troubleshooting efforts, including creating Kubernetes worker nodes, containerizing RAN functions, vSphere ESXi deployment, and Linux System Administration and Demonstrating NFV proficiency in vCenter, ESXi, and Container technologies.
· Provisioning RAN functions in virtual environments, utilizing VMware Tanzu Kubernetes Grid (TKG) for large-scale multi-cluster operations, and demonstrating expertise in VMware Telco Cloud automation.
·  Troubleshoot technical issues, and ensure security adherence, optimize application performance, and expertly provision compute/virtual infrastructure for RAN CU/DU CNF deployments on Tanzu platforms."
· Executing SDDC upgrades for clients and Leading complex troubleshooting calls, offering comprehensive operational support for various VMware services.
· Providing 24x7 support operations within VMware and DISH Network Operations Center (NOC), actively involved in the Support Request (SR) lifecycle and supporting NSX-T for micro-segmentation and distributed edge firewall architecture and routing using NSX-T Migration Coordinator.
· Provided comprehensive on-site and remote coverage, leveraging expertise in VMware products and technologies, while collaborating closely with Dish's Operations teams to manage fault, performance, configuration, capacity, testing, and software maintenance tasks, ensuring end-to-end issue resolution.
· Directed a project involving Engineering Labs and VMware engineering teams, leading troubleshooting efforts, root cause analysis, and providing recommendations for system enhancements, upgrades, and optimization.
· Actively contributed to process optimization by identifying opportunities for automation, providing design and code recommendations, conducting trend analysis of issues, and collaborating on workflow enhancements to streamline operations in alignment with Program Lead and Dish team objectives.
· Utilized Bugzilla for bug tracking and management, efficiently handling the submission, tracking, and resolution of software issues. And successfully collaborated with cross-functional teams to streamline the debugging process overall software quality through effective bug tracking and resolution processes.
· Lead troubleshooting and bridges.
AT&T -Redmond, WA System Architect                                                July 2020– Sep 2021  
Key Accomplishments/Projects:
· Support EPC Core/PS Core/ Radio Access Network/LTE/VOLTE_IMS
· Design, Implementation, and optimization of CISCO SAE GATEWAY with Cisco ASR 5k SAE Gateway.
· Provides wireless carriers Packet Data Network (PDN) Gateway (P-GW), Serving Gateway (S-GW) functions and in LTE/EPC.
· Perform the VNF instantiation, Node and integration, Feature testing   by using real UEs and traffic simulators. 
· Deploying and administration of SAEGW service on ASR5k with StarOS (different release) 
· Configure services on SAE Gateway configuration, monitoring services, APN-backout, Backup and recovery, CoA, Radius sessions redirection (hot lining) and Prioritization of VoLTE Emergency calls.
· Work with the 5G RAN/Core Network/Management product Development Teams to ensure a mutual understanding of the integration points/interfaces.
· Testing EPC platforms using Ixia, Spirent, for load and traffic generation & analysis, conceptualizing Virtual EPC design solution in AT&T Lab.
· Worked as Solution Architect and Solution integrator responsible for design, architect and implement NMS solutions OSS-RC, ENM and ENIQ.
· Migration of Network Elements along with the SSL certificates from OSS-RC to ENM without hampering the supervision of the Network Elements.
· Automated SAREA Services to allow Network Device Configurations with NETCONF/YANG RPCs on Layer 2 devices
· REST APIs, NETCONF, YANG, JSON, and XML are all Network Programmability skillsets in Software Defined Networking (SDN).
· Design, Implement and Optimization of Cisco Star OS operating system for Cisco ASR 5000 Series Aggregation Services Routers and allow an authenticated and Support SAE-GW, SAEGW System Architecture Evolution.
· Support Production Environment for Cs Core/PS Core/CPS/PCF/MPBN&MPLS Network/Radio Access Network/LTE/VOLTE_IMS
· Provides wireless carriers Packet Data Network (PDN) Gateway (P-GW), Serving Gateway (S-GW) functions and in LTE/EPC.
· Work with the 5G RAN/Core Network/Management product Development Teams to ensure a mutual understanding of the integration points/interfaces.
· Manage Cisco CUPS EPC Gateway & Traffic Steering (Gi-LAN) & priorities for CUPS EPC Gateway solution.
· Troubleshooting & resolving issues like, session management, Debugging, ECS issue, Diameter Authorization Failure, PCEF to PCRF communication issue and packet drops.
· Testing EPC platforms using Ixia, Spirent, for load and traffic generation & analysis, conceptualizing Virtual EPC design solution in Lab.
· Configure services on SAE Gateway configuration, monitoring services, APN-backout, Backup and recovery, CoA, Radius sessions redirection (hot lining) and Prioritization of VoLTE Emergency calls.
· Bug tracking and management using Bugzilla, efficiently handling the submission, tracking, and resolution of software issues and successfully collaborated with cross-functional teams to streamline the debugging process and enhance overall software quality.
· [bookmark: _Hlk79085252]Articulate framework development in Virtual EPC - SAEGW for entire testing lifecycle

Microsoft, Seattle, WA   Sr Network Engineer                                                        April 2019 – June 2020
Key Accomplishments/Projects:
Worked in Microsoft's Cloud Infrastructure & Operations (MCIO) team as part of our Global Datacenter Operations Group that power ours cloud services. As a Critical environment (CE) operation MS infrastructure is comprised of a large global portfolio of more than 100 datacenters and 1 million servers and delivering the core infrastructure for Microsoft's online Critical services including Bing, Office 365, Xbox, OneDrive, and the Microsoft Azure platform. Microsoft (Affirmed Network) scale their network with virtualize mobility packet core serving subscribers and deploy control and User-Plane at a customer premise using IP breakout rules.
· Worked in Microsoft’s Cloud Infrastructure & Operations (MCIO) team that power cloud services. As a Critical environment operation MS infrastructure datacenters.
· Perform cable installations, hardware rack / stack installations, testing, and troubleshooting using standard datacenter processes.
· Supported MS Automotive (Software Define Vehicles), mobility, and transportation architecture and enable its partner ecosystem to help customers drive the future of mobility across research and development.
· Supporting deployment of on-site DC physical infrastructure including Servers, Net Devices, SANS, Window Server OS and Supporting parts/component replacement and physical hardware and troubleshooting.
· Worked on Layer 2 Layer 3, networking with IP, routing protocols such as OSPF/IS-IS, BGP, and MPLS.
· Worked in IP networking IPv4/IPv6, routing protocols such as BGP, OSP, EIGRP and HSR, Firewalls, SDN, network security with VPN and encryption.
· Deploy and onboard of Zenon application across datacenters. Configure resiliency for automatic failover to redundant servers to prevent data loss for EMPS and BAS devices.
· Provide end to end application support including build, configuration, and management of environment.
· Test and verify newly created patches and system loads on controller within equipment before release to customers for system feature and performance scenarios.
· Provisioning of Leaf-spine ACI fabric with Layer 3 IP fabric to support ECMP routing between any two endpoints in the network with VXLAN and allow any workload to exist anywhere in the network.
· Manage 5G Packet Core solution and set engineering direction for integrating 5G RAN/Core Management products from end-to-end traffic provisioning. (MME, SGW and PGW,4G LTE).
· Created Build definition and Release definition for Continuous Integration and Continuous Deployment of certification portal through Azure DevOps pipelines.
· Provide Test bed for software testing and validation the test result and maintain repository. 

Cisco System, Durham, NC, Sr. Network Architect                                                                      Feb 2018 – March2019
Key Accomplishments/Projects:
Worked in Cisco advance services Lab for Viptela SD-WAN Solution validation services (SVS) Engagement for Lived Release SVS SDWAN Customer solution POC and validating SD-WAN solutions. The purpose of this project is to validate IOS-XE SD-WAN 17.3.2 release on cEdges and 20.3.2 on Viptela Controllers and vEdge devices. 
Cisco Advanced Services is part of the Cisco Services organization accelerate customer success by helping customers optimize their network investment, speed adoption and migration of advanced IP based and traffic engineering base technologies & Enabling Seamless transition from traditional WAN to SD- WAN network and Cloud security for Cisco ACI,APIC-EM, Solution for SD-WAN Viptela  and Meraki cloud solution ,DNA(digital network architecture) Prime infra, SD-Data Center and SIO (Software Integration Orchestration).

· Deployed Test bed to manage and Fabric infrastructure using the vManage, vSmart, vBond, and the vEdge Devices and Validate BU POC identified for Test planning and support. 
· Testing and validating customer user Cases on SD-WAN Controllers On-Prem in Cloud via Internet and Overlay Routing: BGP, OSPF, Application-Aware Routing, QoS, IPS/IDS, URL Filtering Security and AMP.
· Configuring centralized Policy and Future device templates and bring up and upgrade vEdge routers (ZTP).
· Provide Data center network service using MPLS and Internet transport with Dual-vEdge/TLOC extension/layer 2 trunk LAN switch/VRRP site and Providing HA and scalability to SD-WAN components.
· Designed ACI fabric to ensure each tenant is secured and has separation from other tenants, Use L3/L2 outs via common tenant to reduce TCAM and RAM utilizations and working with stake holders to define features and recommend best practices.
· Provided (ODL) Open daylight, Dockers Swarm container support using LINUX and Heat Orchestration and controlling network flows for Automation update using Dockers, Ansible Playbooks Yang model and NETCONF devOps tools.
· Automated SAREA Services to allow Network Device Configurations with NETCONF/YANG RPCs on Layer 2 devices
· Developed NETCONF-based tools to automate network configuration and provisioning.
· Provide Cisco Router and Nexus Switches, UCS and ASR support for bug scrubs, configuration changes within labs/Fabrics.
· Implementing Network Security for high-performance, pervasive, and consistent protection against threats across client organization with integrated security workflow and actionable contextual intelligence.
· Helping partners and customer to understand their business requirements and translate them into technical requirements.

Nokia, Broadway NY, SDN Solution Engineer                                                                                   April 2017 – Jan 2018
Key Accomplishments/Projects:
· Deployment of Nuage VSP SDN Solution leveraging open-source technologies to design, integrate, implement, and automate solutions for Nuage VSP SDN (VSD/VSC/VRS/VCIN) VMware-center-V-sphere, VRO and VRA.
· Design and implementation of IP Data Networks, IP Routing, Switching and Security solutions.
· Create, Review & approving HLDs, LLDs Network designs, and Statements of requirements for customer.
· Configure IP/MPLS networks and BGP-based VPN services using XMPP, OpenFlow and Border Gateway Protocol (BGP) interfaces on VSC.
· [bookmark: _Hlk493744956]SME for Nuage VSP solution and supporting customer for design, Implementation, integrating VMware environment which include Operational implementation, integration, and testing workflows for Nuage solution with VMware vCenter-vSphere, vRO & vRA environment.
· Domain Linking and simplifies and enhances service chaining and traffic steering for NFV for service-provider-grade VPN services on SD-WAN by linking L 3 domains.
· Involved in Advanced troubleshooting, Root Cause Analysis, Trouble Investigation for IP Based Network.
· Managing team of technical members and assisting of shore and onsite members.
· [bookmark: _Hlk493744973]Writing technical documents, Templates & procedures on Nuage, OpenStack and VMware integrations.

AT&T, Sr. Technical Specialist Mobility service                                        Feb 2012 – Jun 2016                                                      
 Key Accomplishments/Projects: 
· Managing Critical services MMS, SMS, IM, Anti-Spam, Malware, Anti-Fraud Analysis, & Blocking Spam, Phishing and Malware. 
· Managing LTE IMS, VoLTE, IMS and DRA (Diameter Routing Agent). Monitoring KPI pages, Servers, Networking tools, Big IP, F5 load balancer, Open wave and send mail server, VoLTE nodes. 
· Administration, monitoring, alarming, and KPI scripting of Nokia Siemens MMSC, ECA, Open wave SMTP, Cloud mark Ant spam, AGW, and NEMS platforms & prevention AS for email to SMS/MMS and vice versa.
· Proficient in Anti-Spam, Malware, and Anti-Fraud Analysis, with expertise in crafting Policy Designs for blocking Spam, Phishing, and Malware. Experienced in managing and mitigating threats across LTE, 3G, SMTP, MM4, ICMMS, ECA, MMS, SMS, and implementing effective anti-spam measures.
· Managing KPI pages, Servers, Networking tools& monitor Big IP, F5 load balancer, Open wave and send mail server, VoLTE & CPM nodes, MMS,SMS, Anti-spam, and Security work queue’s performance proactively. 
· Connecting VM with remote Desktops, adding Virtual HDD to VM’s, managing and Scaling the VM’s and capturing image from VM and Managing Azure Services from Cross-Platform Command Line Interface.
· Deployment of SQL DB server on virtual machine (on production with Multiple Servers/Clusters) that provides the Service Management Portal and Tenant Portal in addition to the Service Manager API with Big data services technologies. (Data lake, factory and steam analytic).
· Design and test NFV solution (VNF’s (Open vSwitch, vRouter, VCloud, vCPE, vFW) using orchestrator & SDN controllers (Open stack ,ODL, Juniper Contrail,)
· Deployed OSS-RC solution on high availability SPARC servers from scratch and integrated 2G(GSM) and 3G(WCDMA) Network Elements.
· Leading AT&T Connected Car initiative, I spearhead the delivery of in-car Wi-Fi, entertainment, navigation, and telematics features, collaborating with automotive manufacturers to enhance road connectivity.
· Focused on real-time updates, vehicle diagnostics, and seamless content streaming, our solutions elevate the driving experience through advanced connectivity using IP based Backbone and Dev ops. 
· Leveraging technical innovates solutions for the entire automotive lifecycle (test solutions /network testing automotive, connectivity), catering to OEMs, Tier 1s, suppliers, and engineering service firms globally.
· Engaging with vendor technical support as needed to keep testing activities moving forward.
· ECOMP Service design and creation capabilities and policy recipes eliminate many of the manual and long running processes performed via traditional OSS’s (e.g., break-fix largely moves to plan and build function) & provides external applications (OSS/BSS, customer apps, and 3rd party integration) with a secured, RESTful API’s access control to ECOMP services, events, and data via AT&T gateways.
· Providing technical support and guidance to other lab team members particularly in planning and test new systems and functions within the lab environment for Traffic engineering, service flow configuration, interfaces, management, and performance.
· Providing 24x7 on call rotation support, joining outage calls/Bridge and work on RCA and communicate with business leaders and working with OEM Vendors like, Ericsson, Nokia Siemens networks, F5, Cisco, Oracle and Alcatel lucent and Create MOP’s.
Tech Mahindra, Pune, India | Sr. Linux Administrator                                                                  Mar 2010 – Nov 2011
Key Accomplishments/Projects:
Client- AT&T Project: -This was a 24X7,Tier 3 Production Support project for NASA Unix Boxes for various midrange servers running middleware applications of vast middleware architecture of All, USA. MOS-UNIX-SA support consists of OS issues of UNIX servers (SUN-Solaris) running middleware architecture Dev/Test/production Environment.
· Responsible for System Admin activity, Support and patching servers with security upgrades and firmware which includes US restricted servers (600 servers) and RCI supported UNIX servers (18000 servers).
· Ensure seamless resolution of patch-related issues and coordinate effectively with diverse teams and customers to guarantee timely and satisfactory server patching, aligning with application teams' expectations. 
· Proficient in installing, configuring, and administering UNIX servers (Linux/Redhat/Sun Solaris 8, 9 & 10) within Middleware Architecture. Expertise includes troubleshooting, configuring file systems, managing cron jobs, implementing patches/firmware upgrades, and conducting thorough system monitoring.
· Experience in Send mail, SSH, NFS, DNS and DHCP Unix server and process to gather KPIs for Dashboards, management level summary reports, insights/Analytics Scripting temporary work abounds   for production issues and providing feedback to platform engineering teams for product/service improvements and to meet Tracking SLA violations and escalations.
· Coordinating application/DBA team in up gradation, patch installation, backup management and provide active support to troubleshoot the problems from PSA side.
· Extensive experience working with wireless technologies, including standard protocols in Satcom, 2.5G, 3G, LTE, Wi-Fi, WiMax, antennas, amplifiers, and base stations. Proficient in networking elements, interfaces, and protocols such as IPv4/v6, TCP/UDP, SSH, SSL/TLS, and DNS. Possess knowledge of test and emulation equipment for mobility networks, ensuring comprehensive testing and optimization of communication systems.
· Administration, Installation, configuration & up gradation of Veritas volume manager (VxVM) and Veritas file system and hardware and software technical support. With Clear mount online resource group in VCS and Failover the service group from one node to other.
· For disk additions coordinating with Datacenter and FEs and configure in Volume managers as per requirements and frequent participations in Decommissioning of servers. Monitoring, support & performance tuning solutions, troubleshooting of any hardware, software and application issues.
· Working with LAB & Network and Planning Team to provide technical support to restore the services & responsible for investigation & updating management for all follow-up activities in Operations, support ticket triage, RCA’s, Resource Leveling and Managing handoff between disparate global staff.
· Worked in CM & Problem Management Tools to create regular reports for Management requirements.

Amity University, Noida | Sr. System/Network Administrator.                                                           Feb 2005 -Jun 2007
Key Accomplishments/Projects:

· Managing approximately 3500 computers in heterogeneous environment, which include 3 DC and sites, and pushing security.
·  Perform installation, testing, upgrades and working collaboratively with the systems and applications teams to run CMR on weekly bases as required for maintenance activities windows, Linux and mail servers.
· Deployed Amity Call Center using VoIP, SIP, and H.323 protocols, ensuring seamless and efficient communication within the call center environment.
· Implemented and configured the necessary infrastructure to support Voice over Internet Protocol (VoIP) technologies, facilitating reliable voice communication over the internet. Utilized Session Initiation Protocol (SIP) and H.323 protocols for call setup, management, and termination, optimizing call center operations and enhancing overall communication capabilities.
· Responsible for Outage resolution, RCA & sets plans in motion to prevent and reduce the severity of outages.

Ample Computers, Hyderabad | Engineer.                                                                                              March’2000 – June’04 
Key Accomplishments/Projects: 
· Responsible for the Networks and System Administration activities and managed Windows server clients, Router, Switches, Firewall which include, installation, configuration, and administration make Network setup as per client Requirement.
· Deployment of Security system and configuration of Firewall and network security solutions.
· Documentation for problem/alert resolution towards midrange servers’ issues to reduce the mean time to resolution.
· Provide technical support to restore the services & responsible for investigation & updating management for all follow-up activities in Operations, support ticket triage, RCA’s, Resource Leveling and Managing handoff between disparate global staff.
· 
EDUCATION/TRAINING/CERTIFICATION

Master of Philosophy Information Technology – Advance Network and Security.
Master of Business Administration, Information Technologies/Telecom. 
Marine Engineering –Radio and Digital communication, Indian Marine college.
PhD – Pursuing study of the thesis entitled to “Securing the E-world through cloud Computing- A Revolutionary     Technique and applications”, 
CERTIFICATION/TRAINING: 
                
· Kubernetes Administrator
· Trained for Open stack, Open flow, Software defines network (SDN), Network function virtualization (NFV) and Cloud computing.
· VMware Certified Professional - Data Center Virtualization 2022
· VMware Cloud on AWS - Trained Professional 
· Trained in Cisco SDN (ACI), SD-WAN (Cisco Viptela, VeloCloud by VMware and Versa)
· Trained in IMS, EPC,4G,5G Packet Core Networking and LTE Mastering and Signaling.
· Linux, Sun Solaris, Red-Hat and VERITAS Volume Manager

A NIL  K UMAR  S INGH    408 - 616 - 9524•  anilsinghpatwal@gmail.com     Over  18 + Years of Experience  in  Design, Migrate   and d eployment   of Data   C enter s,   Mobility   Infrastructure   &   Security   Services   and  resolving critical issues quickly  to   improv e   operational efficiency  and  performance .   Good  analytic,  and  excellent  communication skills  to collaborate   with other engineers and key project stakeholders.   Professional Summary:   -                         Extensive experience in planning, designing,  orchestrating, and deploying large - scale 5G/4G LTE/ MEC,   IMS, EPC, RAN, vRAN/O - RAN, 4G/5G core, and mission - critical services, with hands - on expertise across  LTE, 4G/5G, Satcom, Circuit Switched Architecture, and Evolved Packet Core (EPC), including MME, SGW,  PGW, HSS, PCRF, PCF, CPS, SGSN, and GGSN nodes.      Hands - on experience in SD - WAN, Cisco platforms, switches, and F5 platforms, with expertise in TCP/IP,  MPLS, routing, switching, load balancers, wireless controllers, EIGRP, OSPF, BGP, QoS, and management  of Carrier WAN/Metro/Internet circuits. (   WiFi, Broadband, DSL, Cable ).      Lead the D esign, migration, deployment, and transformation of 150+ legacy data centers to SD - WAN  solutions (Cisco Viptela, Velo Cloud by VMware, and HP Versa) in a hybrid cloud setup, seamlessly  integrating with AWS and Azure. Additionally, demonstrated expertise in   Virtual Private Cloud on IP  networking, showcasing proficiency in IPv4/IPv6 routing protocols (BGP, OSPF, EIGRP, HSRP) and  adeptly implementing network security through firewalls, VPNs, and encryption protocols.      Installs, configures,  &   manages various technologies including, Cisco  ASR,CSR, UC S system,  VMware Env     to vCenter, vSphere hosts, NSX - T and    applications such as vROps, VRNI, vRealize Automation      E xperience in cloud computing, specializing in resource pooling, and working with both public and  private clouds. Proficient in containerization solutions such as  Terraform to provision and manage  infrastructure across multiple cloud providers ,  Kubernetes (K8s), VMware Tanzu (TKG) , AWS Elastic  Kubernetes Service (EKS), and Azure (AKS).   Kubernetes, Docker, and cloud providers like GCP.   Additionall, skilled in network service virtualization, including KVM, VMware, ESXi, Hypervisor, Virtual  Machine, OpenStack, O DL, and Microsoft Azure and AWS datacenter virtualizations. Expertise extends to  CI/CD with GitLab and AWS/Azure pipelines.      Hands - on experience with VMware, Windows, AWS, Azure, vRealize Automation, Telco Cloud  Automation, vROPs, TCOPS, vRO, Kubernetes, TKG, and VMC on AWS platforms. Proficient in various  VMware product suites, including vSphere, vSAN, NSX - T, VCF, Tanzu Kuberne tes Service (TKG), VMware  Cloud Foundation, VMware Cloud on AWS, Azure VMware Solution, Google Cloud VMware Engine,  vRealize Network Insight, vRealize Log Insight, vRealize Operations, vRealize Automation, VeloCloud SD - WAN, HSX, and NSX Intelligence.      Experience with CI/CD pipelines and Kubernetes ecosystem tools like Helm and Prometheus for  automating deployments, monitoring, and operations of cloud and Open RAN infrastructure. Proficiency  in using infrastructure - as - code tools such as Airflow, Ansible,   and Terraform to automate and manage  cloud resources and Open RAN components at scale.      Deep expertise in Palo Alto firewalls, Cisco switches, Aruba APs, Clearpass, F5, and advanced knowledge  of Azure UDR, BGP, NSG, ASG, Vnets, VNG, ISE/ASE, Databricks, Redis, and SDN .      Building Automation tools for Nexus9K, 3K and Juniper QFX5100 using Netconf, pyez, and Ansible  module      E xperience with network automation tools such as Terraform, Ansible, Jenkins, and proficiency in  scripting for network configurations and management .      Designed the  High/ low - level solution and implementation plan for integrating OSS - RC and ENIQ circles .      Successfully migrated physical and virtual machines from VMware vSphere environment to LXD  containers and virtual machines   using  lxd - migrate tool   and  Developed scripts and workflows to automate  aspects of the VM - to - LXD migration process, improving efficiency and reducing errors.      N ationwide deployment of security servers, addressing security threats and vulnerabilities within the  Packet Core Network and its subscribers. Implemented comprehensive solutions, including Anti - fraud,  Anti - spam, Antivirus, IPS, and other security measures  to enhance network protection.      Ability to prioritize and manage parallel projects in a timely fashion without losing quality and successful  execution able to lead complete projects within tight  deadlines.   WORK EXPERIENCE  

